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é Schwachstellenmanagement und autom. Pentest C)Securlty Monitoring
é C)Mlkrosegmentlerung @Systemhartung

=| @ips/ps @ SIEM

% @ DS /IPS & Machine Learning
E) @Alarme (Dienste, Prozesse, Plugins etc.) @Mikrosegmentierung
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MONITORING

[% Dienste

MACHINE LEARNING
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STOPPED
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RUNNING DiagTrack
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Dateien / Ordner erzeugt

DATEINAME

INTRUSION DETECTION SYSTEM

HIGH /lib/modules/5.10.0-25-amd64/kernel/drivers/dma/ dw.dpkg-new +/ CREATE 4 root Lo 19.08.23, 1 =% Enginsight Managed Rule
fusr/hin/dpkg i Yo Watchdog 00:01:22 #290ebf56
HIGH {lib/modules/5.10.0-25-amd64/kernel/drivers/bluetooth/ btrsi_ko.dpkg-new +/ CREATE = root Lo 19.08:23, @1 =% Enginsight Managed Rule
usr/bin/dpkg MDS 91 DEBF297 2F16 s ot Watchdog 00:00:42 #290ebf56
AT 300 B3308744
HIGH {lib/modules/5.10.0-25-amdG4, kernel/drivers/atm/ nicstar ko.dpkg-new " CREATE = root Lo 19.08:23, =1 =% Enginsight Managed Rule
FILE INTEGRITY MONITORING Gt hrdaias MD5 B858FBCAEAGOD20F3IGTESBE07601FOCSS <% root Watchdog 00-00:42 #290ebf56
HIGH {libfmodules/5.10.0-25-amd64/ kernel/drivers/atm/ +/ CREATE = rfoot Lo 19.08:23, =1 =% Enginsight Managed Rule
usr/bin/dpkg s ot Watchdog 00:00:42 #290ebf56
=] Logs
HIGH {libfmodules/5.10.0-25-amd64/ kernel/drivers/atm/ +/ CREATE = foot Lo 19.08:23, =1 =% Enginsight Managed Rule
usr/bin/dplkg % root Watchdog 00:00:42 #290ebf56
SICHERHEIT JBSD4BLC
HIGH Hib/modules/5.10.0-25-amd&4/ kernel/drivers/ata/ sata_sil24 ko dpkg-new ' CREATE = foot Lo 19.08.23, &1 =% Enginsight Managed Rule
usr/bin/dpkg ID5 4SAE ABSAZEA26019CD0] ABATSEF &% roat Watchdog 00:00:42 #290ebf56
IA T 1D
HIGH {ib/modules/5.10.0-25-amd6d/kernel/drivers/acpi/ nfit dplg-new " CREATE = Moot Lo 19.08.23, 1 =¢ Enginsight Managed Rule
AUTOMATISIERUNG Jusr/bin/dplkg & i Watchdog 00:00:42 #290ebf56
HIGH Jlib/modules/5.10.0-25-amd64/kernel/crypta/ seqiv.ko.dpkg-new + CREATE & oot Lo 19.08.23, 21 =% Enginsight Managed Rule
usr/bin/dpkg MD5 2E42)320DESES77811033818283EC427 & root Watchdog 00-00:-42 #290ebf56
BASF6CAEDCEDSCAE1 ZD6B30D9005DBAATEB2COED
MACHINE LEARNING
HIGH Jib/modules/5.10.0-25-amd&4/kernel/crypio/ af128mul ko.dpkg-new ' CREATE & Moot Lo 19.08.23, &1 =¢ Enginsight Managed Rule
usr/bin/dpkg MDS C77BCEFS2ATZBSEE1T08759BBAA4NG03 =% root Watchdog 00:00:42 #290ebf56
AT TFAN ABT
HIGH Hlib/modules/5.10.0-25-amd64/kernel/crypto/ ecc_ko.dpkg-new +/ CREATE = Toot Lo 19.08.23, &1 =# Enginsight Managed Rule
'usr/bin/dpkg MDS 40CCCO384T44CSEZACTAFETEIERT] 64T & root Watchdog 00:00:42 #290ebf56
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BLOCKED. SERVER- WEB#F'P,SﬁL mrB’c‘.’lrnn Attack: SQL Tautolﬂgyr Detected (2.. -~ -
135.181.92 30 -I'— Finnldhd, — 167.235 ;5 28 <l ~7 ¢

INTRUSION DETECTION SYSTEM

| T &l L
HIZH  SERVER- WEBAF"P saL lr‘tjECtEDTi Attack‘ SOL Hex Encoding Jdentlﬁe..'_ o . [~ ] L
€2 Welikarte 135181 .32 3:‘_‘:'-|— r.r.-u i —- | f :
1883 Eﬁ IC ||.|I tu-2 l'I ,-:I P— s .'-.H g 1 P "_ .'. ~ ."I; |I &
HIGH  SERVER-WEBAFP SE;LL 1njec’tmn Attack: Detects chained SQL !njech:::' ’ S ST | . r
S Lo , :
1681.97 30 ¥~ FipMan [ -
FILE INTEGRITY MONITORING 188.34.183.91 [ ubafitu-2gb-fsn1-1 : \
HiGH SERVER-WEBAPP 3QL lnjectrnn Attack: Detects MSS0OL code execu... - : - )
135.181.32.30 4= Finnland — I ~
188.34.783.97 [ ubuntu-2gb-fsnl-] i 71
HIGH  SERVER-WEBAPP SQL mjectmn Attack: Looking for basic sql injecti... N = : ' = ¢ /
135 3230 4= F w — ] )
188.34.183.91 [gubw i-_l-:=;|::--"as* ) 1 -
BELOCKED PROTOCOL-RDP bruteforce attempt (24.08.23, 03:22:25) -
SICHERHEIT 6220441143 mm RBussland — 144.91.73.205 II'
SERVER-WEBAPP path traversal (24.08.23, 03:22:25) P
135.181.32.30 4= Finnland — f
188.34.183.97 [ ubuntu-2gb-fsnl-1
HIGH SERVER-WEBAPF SOL Injection Attack: SOL Comment Sequence D... ' :
135.181.82.30 4= Finnland — ' !'
AEHLARAE BTN s 188.34.183.91 [ ubuntu-2gb-fsnl-] __":*g = e -
BLOCKED SERVER-WEBAPP SQL m;ectmn Aftack: SOL Tautolng*,r Detected (2... \ < - M
135,187.32.30 == Finnland — 167 235.243 26 & AR N
SERVER-WEBAPP path traversal (24.08.23, 03:22.24) _ S
MACHINE LEARNING 125.181.32.30 == Finnland — =~
186.34.183.91 [ .-:=:_u-a-_|-Iga:--"asf i "
BLOCKED PROTOCOL-RDP bruteforce attempt (24.08.23, 03:22: 23] = [Nt
62.204.41.143 mm Russland — 14491 73.205 [GW 5 VM : o
SERVER-WEBAPP SQL ln;ectrnn Attack: SOL Tautﬂlﬂg]r Detected (2... =

181 0 4= Finnland — 167.235.243.28 —

SERVER-WEBAPP path traversal (24.08.23, 03:22:23)




Forensik

EMPFANGSKOLLEKTOREN

BEZIEHKDLLEKTOREN
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INTEGRIERTE KOLLEKTOREN An account was successquIyEnggﬁ:.d.{:rw. TR '

Stream-An account was successiully logged on
root 22 5k
ADMINISTRATOR 21.7k
Administrator 8.5k
user 801
esCanner 643

admin 1.4k
Guest 766
test 430
scanner 380

.- -" ._ '-' L Z :, / _‘.h‘.
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SYSTEM 299
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Datenabfluss

Baschreibung
Segmentierung der ERP Server
DYNAMISCHES BLOCKEN

Mikrosegmente Fortbereiche Protokolle - Mikrosegmente
@ ERP Loadbalancer ki 80 ALLEPROTOKOLLE €D  ~ o @ ERP Application Server =
MIKROSEGMENTIERUNG
[0 Windows Vi ; ' L0 debian-2gb-fsni-1
Alle Subnetze £ _ Alle Subnetze
Erlaube Ruckverbindungen [ centos-2gb-fsn1 1
i Regelwerke Alle Subnetze
Portbereiche Frotokolle ..I:I_
ERFORDERLICHE SERVICES 443 ALLE PROTOKOLLE €3
Erlaube Riickverbindungen
+ VERBINDUNG HINZUFUGEN
Mikrosegmente Paribereiche Protokolie — Mikrosegmente
@ ERP Application Server i 1433 ALLE PROTOKOLLE € U @ ERP Datenbankserver T
L0 debian-2gh-fsn1-1 _ ’ [0 Windows WM

- £ H e

T ¥ Erlaube Riickverbindungen e
[0 centos-2gb-fsn1-1 & 9 0O Debian 10

+ VERBINDUNG HINZUFUGEN

+ ROUTE HINZUFUGEN



IST-Zustand

INTRUSION DETECTION ¢
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PS5 LINUX MISECT UWE TEAMSERVYER HOST IDS

FILE INTEGRITY MONITORING

| INFEX
centos-2gb-fsn1-1 & ? :

) g 4; 3 =

CENTOSS v =

ey

I PRSSY S Y / (18.6GB, extd)

{bootfefi (E3MB, vi.. ==

VESEHVER
PULSAR-B2.5=+ 576
LINUX: HOST -SERVER IDS' TEAMLINLXSERVER IPS  ADMPC

tu-2gb-fsn1-1 & : INFEK

e

SICHERHEIT

=31

SERVER DS HOST

I IMFEK ] CPL H1ME RA OT4MB SWAP FESTPLATTEN :
) Wakhdog ) >l B0 |~ N A~ N N | oA A AL —m——— ———— | sse —
DEBIAN 11 X -FMM‘H—LF'L ) e
STAMDARD PC {M40FX + PIHX 1996)
AUTOMATISIERUNG PULSAR: 5.2 5=+ 526
. S HOST SERVER LIt

(') Debian10 e = : INFEXT SICHER DIENSTE ISSUES IPDATES ] CPL 1.5G6 AAM 1021 MEB SWAF FESTPLATTEN

MACHINE LEARNING
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4y CVE-Cockpit

OPERATION CENTERS

MEINE DASHBOARDS

KONFIGURATIONEMN

Verlauf gefundener CVEs

debian:chromiurm
google:chrome
debian:openss
wordpress:wordpress
debian:dbus
debian:libxml2
debian:systemd
fo:nginx

debian:cur
apache:http_server

chwachstellen

debian:chromium
google:chrome
wordpress:wordpress
debian:libxml2
debian:apparmor
debian:dmidecode
ubuntu:apparmor
debian:libtasni-6
debian:rsyslog
debian:sudo

Aug 20

Gefahrdetste Assets

Auig B

Gefahrdetste Asseis

CVE-ID

CVE-2023-2136

CVE-2023-1528

CVE-2023-0933

CVE-2023-0930

CVE-2023-0941

CVE-2023-1215

MUE_2N 2 2_n07e

Gefahrlichste CVEs

CVE-ID

CVE-2016-1585

CVE-2022-4135

CVE-2022-3075

CVE-2023-2136

CVE-2021-46848

CVE-2022-285

MWUE_2N2 2 _2nA7

CRITICAL

[T TN

CRITICAL

CRITICAL

CRITICAL

CRITICAL

CRITICAL

[T TN




MONITORING

COMPLIANCE

SICHERHEIT

VERFUGEARKEIT

100.00%

- wiehsite total
SSL/TLS
SECURITY CHECKS
ECURITY CHE

UM Anfallig nach Malgabe des BSI (Bundesamt fiir Sicherheit in der
Informationstechnik)

Die SSL/TLSY

Anfallig fiir DHEater (CVE-2002-20001)

Die Schweachstelle im Diffie-Hellman S sselausiauschprotokoll ermoglicht

Angreifem das Ausiosen ressourcenintensiver Berechnurgen

bob. enginsight.om

frankfurt @

Website

1

DMS-RECORDS

A 157.90.227174

Apps

APPS

HIGH WordPress 5.8

OFTESS 1S 80N Open-Source
zh i3 used in comunct
MySQL
MyS0L is an EM-SOUre re onal database ma

Nginx is 8 web server which can b

C PortScan

HIGH

j and LOW

9

FEHLERHAFTE EINTRAGE

HTTP-HEADER
Strict-Transport-Security
Fehlender HTTP-Header

Der HT TP-Header wurde nicht definie

um das Sicherheitsniveau der HT TP-Verbindung zu steigern.

X-Frame-Options

Fehlender HTTP-Header

N YT . ! 2o .
Der HT TP-Header wurde nicht definiert und sollte gesetzt werden

um das Sicherheitsnivea
Referrer-Policy
Fehlender HTTP-Header

Der HTTP-Header

WUrae nicint gefiniert und solie gese

0
i
[ |
[4¢]
&)
=

T N d el i rls aryrn op b owdion

)

OFFENE PORTS

3306 mysql

22 ssh

80 http



MONITORING

SICHERHEIT

@, Konfigurationscheckliste | 37

MACHINE LEARNING

HIGH

HIGH

HIGH

HIGH

Losungshilfe

Network shares that can be accessed anonymously must not be allowed. AUTOFIX

Ancnymous access to network shares provides the potential for gaini O UTESELT grized syztem access by network users

» Details zur Konfiguration

Anonymous SID/Mame translation must not be allowed.

| - P o] [ m ;1 P—— Y P e ——— e - & il e e e il I e e e L e e et L
Aoy 10 @NoNYIMFsEs =0/ Mame transiabon can provide sensitive information for BCCESSING & ystem. C Wy authorized users must be able o perform Suc 1a

¥ Details zur Konfiguration

Check-Text

Verify the effective setting in Local Group Policy Editor.
Run "gpedit. msc”.

Navigate to Local Computer Policy -&gt; Computer Configuration -&gt; Windows Settings -&gt; Security Settings -&gt; Local Policies -&gt; Security Options,

If the value for "Metwork access: Allow anonymous SID/MName translation” is not set to "Disabled”, this is a finding.

Fix-Text

Configure the policy value for Computer Configuration -&gt; Windows Settings -&gt; Security Seftings -&gt; Local Policies -&gt; Security Options -&gt; "Metwork access: Allow anonymous SID/Name translation” to "Disabled”.

Solicited Remote Assistance must not be allowed. AUTOFIX

HeMOIE assiSIance ailows SINoLher User 0 View or [ake cominol of the local sessmn of @ user, solicied assisEnce is eip thal 15 specmcally requested by the local user. [his may allow unautnorzen parties sccess 0 (NE IESOWTCES On e Comuber
b Details zur Konfiguration

Administrative accounts must not be used with applications that access the Internet, such as web browsers, or with potential Internet sources, such as email.

Using applications that access the Intemet or have potential Internet sources using administrative privileges exposes a system to compromise. [ a flaw in an application is-exploited while running as-a priv

b Details zur Konfiguration

The Create a token object user right must not be assigned to any groups of accounts,
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« » FULLSCREEN MODE

(& LETZTER STAND VOM: 25.08.23, 03:52:52

1 Critical 3 Warmning 19 DK 7] 3 Endpunkie ey B Observations 10 Offfine
SCHWACHSTELLENMAMNAGEMENT
O google-gruyere.app.. . ubuntu-2gb-fsn1-1 © . centos-2gb-fsn1-1 © . Windows VM ) 135.181.32.30 ) 135.181.32.12 ) google.de O
H5 CVE-Cockpit
1 0 0 0 Al 0 0 Al 0 0 Al 0 0 0 0 0 0 0 0 0
d5 CVE-DB
Showcase GmbH Showcase GmbH Showcase GmbH Showcase GmbH Showcase GmbH Showcase GmbH Showcase GmbH
OPERATION CENTERS
OF Asset Operation Center
d5 Partner Operation Center
- = 1721704 & O www.hackthissiteorg’” O baumeister-bob.eng..” L8 Debian 10 L8 Watchdog L@ debian-2gb-fsn1-1 )  135.181.32.30
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
+ Dashboard erstellen
Showcase GmbH Showcase GmbH Showcase GmbH Showcase GmbH Showcase GmbH Showcase GmbH Showcase GmbH
KONFIGURATIOMEN
€, Richtlinien
:= Listen
) 172.17.05 ) 17217.04 ) 172.17.04 Lo DESKTOP-034TQVL Lo DESKTOP-VAVH8DS L3 compsvr Lo WinDev2210Eval
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Showcase GmbH Showcase GmbH Showcase GmbH Showcase GmbH Showcase GmbH Showcase GmbH Showcase GmbH
Lo Ju-cli Lo webserver
r= r
nowe

Showcase GmbH M

e

Idungen / Trigger
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SCHWACHSTELLENMANAGEMENT

OPERATION CENTERS

U Partner Operation Center

MEINE DASHBOARDS

KONFIGURATIONEN

Showcase GmbH

Server Agent 6/ 25
Client Agent &/24
Endpunkte 3/28

Testkunde

Server Agent 0,/0
Client Agent 0/0
Endpunkte 0O/0

w

{0

Mo

Unterorganisation - S...

Server Agent 0 /19
Client Agent 0/ 18
Endpunkte 0O/25

Testkunde 123

Server Agent 0/ 5
Client Agent 0D/5
Endpunkte 0/2

A0

o

W

{10

o

Unterorganisation

Server Agent 0/ 19
Client Agent 0/ 18
Endpunkte 0/ 25

Testkunde

Server Agent 0/ 19
Client Agent 0/ 18
Endpunkte 0O/ 25

{0

a0

o

'

{10

|

()0

Testorg

Server Agent 00
Client Agent 1/
Endpunkte 0/0

Testkunde

Server Agent 0/19
Client Agent 0/18
Endpunkte 0/25

w7

A0

®o

w7

{0

®o

Kunde XYZ

Server Agent 1/1
Client Agent 0/0
Endpunkte 0/0

w7

A0

Mo

Mandantenfahigkeit

« » FULLSCREEN MODE

Testkunde

Server Agent 0/ 19
Client Agent 0/ 18
Endpunkie 0/ 25

W
{0
A0

Mo

Standorte / Organisationen

(S LETZTER STAND VOM: 25.08.23, 04:01:03

Response Time
24.08.23, 20:39:56

Verdachtiger Netzwerkverkehr
25.08.23, 04:00:57
centos-2gb-fsnl-1

Verdidchtiger Netzwerkverkehr
240823, 1413:52
ubuntu-2gb-fan1-1

Dienst wird nicht ausgefiihrt
22.08.23,12:14:48
Windows VM

Geblockte Netzwerkattacke (Shield)
18.08.23, 05:38:19
centos-2gb-fsn1-1
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S Losungsansatz

N\ X0 Das grofRRe Ganze

Die Losung muss zum Unternehmen passen,
; nicht das Unternehmen zur Losung!

@Simplifizierung

@ Flexibilitit

@ Effizienz

@Unterstlitzung / Erfiillung von Anforderungen und Gesetzen

@Transparenz :
@Prozessintegritét

@Aussagekréftige Berichte fiir alle Interessensvertreter % .

@Risikomanagement
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& Automatisierte proaktive IT-Sicherheit

© Synergieeffekte

¥, Ressourcenersparnis

© Effizienzsteigerung

& Innovative kundenorientierte Weiterentwicklung

CJSymbiose der technischen und organisatorischen Mallnahmen

CJWeniger personengebundenes Know-How

ENGINSIGHT
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>30.000 abgesicherte Systeme
in den letzten 3 Jahren, ohne
schadensverursachende
Cybervorfalle.

Gemeinsam mit unseren IT-Partnern schaffen wir
IT-Sicherheit in verschiedensten Branchen:

= Verarbeitende Industrien
= Offentlicher Sektor

= Gesundheitssektor

= Kritische Infrastrukturen, z. B. Energieversorger,
offentliche Versorgungsunternehmen

Immobilien/Wohnungsbaugenossenschaffen

Automotive

mit ||| ENGINSIGHT
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kostenloser Web-Check
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Michael Rainer

Michael.Rainer@enginsight.com
01511 60 16 249

, lhr Ansprechpartner fiir die Bereiche KRITIS und Public |

||| ENGINSIGHT .





